
Online Safety: Technology 
as a tool of coercion and 
control 
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About Refuge

Refuge is a registered charity and the UK’s largest single provider 
of specialist support services for women and children fleeing all 
forms of gender-based violence, including domestic abuse, sexual 
violence, forced marriage, ‘honour’-based violence, stalking, 
trafficking, exploitation and modern slavery. 

✓The 24/7 Freephone National Domestic Abuse 
Helpline (including Live Chat)

✓Refuge accommodation and support for women and 
children fleeing domestic abuse

✓Support in the community such as independent 
domestic and sexual violence advocacy and outreach

✓Support for children and young people

✓Specialist Technology-Facilitated Abuse and Economic 
Empowerment team
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TRIGGER WARNING

• We will be discussing sensitive topics – please 

look after yourselves 

• The content includes references to different 

forms of domestic abuse and technology-

facilitated abuse

• If at any time you feel triggered by the content 

of this session, please feel free to leave the 

space and prioritize your wellbeing  

• Please do not share any personal information 

in this session
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Objectives

4

Recognise ways 
in which 

abusers misuse 
technology

Understand the 
emerging trends 

of technology-
facilitated 

abuse

Know how to 
respond to 

victims of tech 
abuse and 

develop a safety 
plan 

Understand 
what the Online 
Safety Bill is and 

why a VAWG 
Code of Practice 

is needed  
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Stay one step 
ahead of the 

changes in 
technology

Empower
women to use 

technology 
safely and avoid 

further 
isolation

Promote a 
learning 
culture

Avoid 
educating 

perpetrators

Lobby 
government 
and industry 

leads
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Our Key Messages
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What is Technology-
Facilitated Abuse?
Technology-facilitated abuse typically
is not as “high-tech” as the news
articles suggest.

It is the everyday abuse that we as
advocates are familiar with which is
facilitated by technology:

• Physical

• Sexual

• Psychological

• Emotional

• Financial abuse
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• Destruction/ removal of tech 
devices

• Monitoring tech use
• Location tracking
• Recording devices
• Microchipping

• Sharing intimate images
• Threats to share images
• Online grooming
• Deep fakes
• Recording without consent

Physical Sexual

• Gaslighting
• IoT misuse 
• Online impersonation
• Stalking and harassment
• Constant calls and texts

• Fraudulent debts
• Controlling resources
• Enforcing spending limits
• Limiting earning potential
• Misuse of Online banking

Psychological Economic
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Emerging 
trends
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Emerging Trends
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Initial contact with survivors
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RISKS

Client’s phone 
records might 
be accessible 

to the 
perpetrator

Client’s phone 
calls might be 
listened in to

Making Safe Contact – Calls

WHAT TO ASK?

• Open questions about if there’s 
any pattern of the perpetrator 
knowing about calls.

• Whose name is the client’s 
phone contract in?

• If the client accesses her phone 
contract details online, would 
the perpetrator know the log in 
details for this?

• If the conversations at home 
are overheard, is this only 
when the client is on the 
phone?
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Making Safe Contact – Emails

RISKS

Perpetrator 
could be 

forwarding 
the to himself

Perpetrator 
could have 

access to the 
client’s inbox 

WHAT TO ASK?

• Is there a history of the
perpetrator knowing the 
content of client’s emails?

• Is there a chance the email 
account is logged in on 
perpetrator’s devices or on a 
device left behind?

• Would the perpetrator know 
the passwords for the email 
account or be able to guess the 
password?
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Warning! 

Before advising a survivor to make
any changes to their device or
accounts - consider if it is safe to do
so now!

If you are at all unsure and want some 
advice, 

call the National Domestic Abuse Helpline
0808 2000 247
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Refuge’s Home Tech Tool 
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Home Tech 
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Location settings 
Clients should be helped to turn off
location in their phones settings and
for other devices they carry with
them, or wish to bring to a safe place.
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Linked Devices
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GPS 
trackers -

What do 
they look 
like?
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Supporting clients with trackers 

Assess where the physical tracking device is located by 
identifying patterns

Identify 
patterns

Advise the client what the device may look like, and places to 
search.

Help to 
search

Establish where is safe/ unsafe to speak with the client i.e. when 
she is at home

Safety 
planning

Advise on the best way to gather evidence:

• If it’s safe keep a log.

• Photograph any devices found, and hand them over to police
Evidence
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Link between tech and economic 
abuse - online financial accounts

Online/App 
Banking

Online 
shopping 
accounts 

Travel
accounts

Telecoms 
accounts 

Credit reports 

Benefits 
accounts
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Assessing for technology-
facilitated abuse
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Assessing for technology-facilitated 
abuse

What devices and accounts do your children have/use?

What accounts do you use/have? Who has access to these? 
Who has had access to these? Who set them up? Shared or 

known passwords?

What other devices do you have? Who owns them and 
who set them up? What devices have been left behind?

What phone do you have? Who is the network 
provider? Who set it up?
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How "techy" is the perpetrator? What is your level of tech 
knowledge? 

Is there a pattern of behaviour or concerns that may 
indicate some devices/accounts are being used by someone 

else?

What has been happening which leads you to believe your 
devices or accounts are compromised? 

Does anyone else know your passwords? Do you use the 
same password across multiple accounts?

Do you have a car? Does it have a sat-nav (consider in-built 
ones too)? 



© Copyright Refuge 2015. Registered charity number 277424. A company limited by guarantee 1412276
24

Tech-
facilitated 
abuse: 
policy and 
legal 
change
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Research: Unsocial Spaces and Marked As 
Unsafe

• 1 in 3 women (36%) has experienced online abuse or 
harassment on social media or another online platform

• 1 in 6 (16%) experienced this from a partner or former 
partner

• 95% of survivors were not satisfied with support from social 
media companies

• Over half of survivors did not receive a response from the 
platform
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Online Safety Bill 

• Illegal content
• Terms and Conditions
• User empowerment 
• Child safety
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• Link to action….

Strengthening the Bill
campaign.refuge.org.uk/page/112780

https://www.glamourmagazine.co.uk/article/online-safety-bill


Refuge Tech Safety Website

www.refugetechsafety.org

http://www.refugetechsafety.org/
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English PolishUrdu Spanish

Multilingual Tech Safety Tool 
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Live chat

Webform

BSL

National Domestic Abuse Helpline
0808 2000 247
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