Online Safety: Technology Refuge
as a tool of coercion and \J -/,

cont rOI For women and children.

Against domestic violence.



Refuge is a registered charity and the UK’s largest single provider
of specialist support services for women and children fleeing all
forms of gender-based violence, including domestic abuse, sexual
violence, forced marriage, ‘honour’-based violence, stalking,
trafficking, exploitation and modern slavery.



TRIGGER WARNING
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Objectives

Know how to
Recognise ways

in which of tech
abusers misuse abuse and
technology

Understand
what the Online

Understand the

egi;gcl:r?:;:m_ls Safety Bill is and
facilitateoflg ! why a VAWG
Code of Practice

abuse .
is needed
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Our Key Messages

Stay one step
ahead of the

changesin
technology
Lobby
government
and industry
leads

*

Avoid
educating .
perpetrators

Empower
women to use
technology
safely and avoid
further
isolation

|

Promote a
learning
culture



What is Technology-
Facilitated Abuse?

Technology-facilitated abuse typically
is not as “high-tech” as the news
articles suggest.

It is the everyday abuse that we as
advocates are familiar with which is
facilitated by technology:

* Physical

e Sexual

* Psychological
 Emotional

* Financial abuse



Physical

Destruction/ removal of tech
devices

Monitoring tech use
Location tracking

Recording devices
Microchipping

Psychological

Gaslighting

loT misuse

Online impersonation
Stalking and harassment
Constant calls and texts

Sharing intimate images
Threats to share images
Online grooming

Deep fakes

Recording without consent

Economic

Fraudulent debts
Controlling resources
Enforcing spending limits
Limiting earning potential
Misuse of Online banking




Emerging
trends

=
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Emerging Trends

350

300

250

200

150

100

50

For women and children.
Against domestic violence.

Copyright Refuge 2015. Registered charity number 277424. A company limited by guarantee 1412276






e

Making Safe Contact — Calls

WHAT TO ASK? o
O |
 Open questions about if there’s
any pattern of the perpetrator

knowing about calls.

e Whose name is the client’s
phone contract in?

 If the client accesses her phone

Client’s phone } i
Client’s phone records might contract details online, would

calls might be be accessible the perpetrator know the log in

listened in to to the details for this?
perpetrator

e |f the conversations at home
are overheard, is this only Refuge
when the client is on the f‘ﬂ
phone? v o

Against domestic violence.
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Making Safe Contact —

WHAT TO ASK?

* Is there a history of the
perpetrator knowing the
content of client’s emails?

* |s there a chance the email
account is logged in on
perpetrator’s devices or on a
device left behind?

* Would the perpetrator know
the passwords for the email
account or be able to guess the
password?

© Copyright Refuge 2015. Registered charity nu

mber 277424. A company limited by guarantee 1412276

Emails

Perpetrator Perpetrator

could have could be
access to the forwarding
client’s inbox the to himself
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Warning!

Before advising a survivor to make
any changes to their device or
accounts - consider if it is safe to do
so now!

If you are at all unsure and want some
advice,
call the National Domestic Abuse Helpline
0808 2000 247



Refuge’s Home Tech Tool




i

ome Tech
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Location settings

location in their phones settings and
for other devices they carry with
them, or wish to bring to a safe place.

| Clients should be helped to turn off
|

19

-~ Gansevoort Meatpacking NYC

Google

Wired Store




Linked Devices

1034 poac.9 -

Settings
{ Settings Apple ID

Connections

| Subscriptions

‘ ® iCloud Sounds and vibration
ound mode, Ringtone, Volume
I iTunes & App Store
Notifications
Find My Block, allow, prioritize

Set Up Family Sharing
Display

Brightness, Home scree
John's iPhone

o Wallpapers and themes
Wallpape Themes, Icons

Lock screen
John's Apple Watch Screen lock type

Johrn’s MaC??Ok Pro Biometrics and security

5
Fe

cognition, Find My Mok
Living Room -
TV 4K Accounts and backup

Sign Out Google
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GPS
MINI TRACKER ’ raCkerS -

What do
hey look
ike?
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Supporting clients with trackers

Identify Assess where the physical tracking device is located by
patterns identifying patterns

Help to Advise the client what the device may look like, and places to
search search.

SafEtV Establish where is safe/ unsafe to speak with the client i.e. when
planning she is at home

Advise on the best way to gather evidence:
e |Ifit’s safe keep a log.
* Photograph any devices found, and hand them over to police




Link between tech and economic
abuse - online financial accounts

Online/App
Banking

Online

Benefits shopping
accounts accounts

Travel

Credit reports accounts

Telecoms
accounts Refuge

For women and children.
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Assessing for technology-
facilitated abuse

Refuge
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Assessing for technology-facilitated
abuse

What phone do you have? Who is the network
provider? Who set it up?

What other devices do you have? Who owns them and
who set them up? What devices have been left behind?

What accounts do you use/have? Who has access to these?
Who has had access to these? Who set them up? Shared or
known passwords?

What devices and accounts do your children have/use?



Do you have a car? Does it have a sat-nav (consider in-built
ones too)?

Does anyone else know your passwords? Do you use the
same password across multiple accounts?

What has been happening which leads you to believe your
devices or accounts are compromised?

Is there a pattern of behaviour or concerns that may
indicate some devices/accounts are being used by someone
else?

How "techy" is the perpetrator? What is your level of tech Refyge
knowledge~ \/;J

For women and children.
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Tech-
facilitated
abuse:

The only thing scarier
than the threat, is the law.
It's not illegal to threaten

to share sexual imagery.
Demand an end

to #TheNakedThreat




Research:

MARKED AS
UNSAFE



P13

Online Safety Bill

* [llegal content

« Terms and Conditions
« User empowerment

» Child safety

i 51
Parliament

Parliamentary Bills

UK Parliament > Business > Legislation > Parliomentary Bills > Online Safety Bill

Online Safety Bill

Government Bill

Originated in the House of Commons, Sessions 2021-22, 2022-23

Last updated: 14 March 2023 at 17:46

Department for
Science, Innovation

& Technology

Ministry

of Justice Fome Office

i HOUSE OF LORDS
N\ Bill feed

Commons Lords Final stages
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Strengthening the Bill

campaign.refuge.org.uk/page/112780

Violence Against
Women and Girls (VAWG)
Code of Practice

G=i ' GL\TCH

UK 3

Do
neTugt -
NSPCC BRIGHTS The House of Commons returns from recess
T e FOUNDATION today, so will Parliament take the online safety
bill seriously?
- B Rachel Mactean MP O
Rhogl
-
Professor Clare McGlynn Professor Lorma Woods i L2 R
A brilliant round table (with more people on teams!)

listening to the voices of victims of #VAWG and
I estich e as the #onlinesaf continues its
passage through Parliament. Many groups here:

fe thank you to all
- .

Secretary of State &

LAY GrDe the Home Secretary v Digas

Cumture, Media and Sport %

Tel them to act now!

ctec! woman and girts
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https://www.glamourmagazine.co.uk/article/online-safety-bill

Refuge Tech Safety Website
www.refugetechsafety.org

< G O httpsy//staging.refugetechsafety.org

What is tech abuse Secure your tech v Support survivors Glossary Q Search

You have the
» right to be safe
online.

D] Exit  Clicktoleave site immediately



http://www.refugetechsafety.org/

Multilingual Tech Safety Tool

The Naked Threat

Sign now o make imaged based abuse illegal

Want advice on how

to secure your device SR
settings?

Recognising abuse

Learn about the warning signs of abuse

About Refuge

Find out more about Refuge’'s specialist services

Keep your devices safe Donate

Suppeort women and children escaping domestic abuse

Click the pink icon to learn how to secure your devices

For women and children.
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National Domestic Abuse Helpline
0808 2000 247

Live chat

Webform

BSL
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